oesterreichs

energie.

,Service Hub — Austria“ 2> EDA

«/'
/

Presentation for CEER

Paris, 3.5.2016




oesterreichs
energie.

2

EDA / Paris
03.05.2016

Market communication in Austria — Role of DSO

Regulator

* Price Calculator

* Generatin
Energy

« Consun
Electric

Common Infrastructure
Requirements:
 Certificate Exchange
 Signature Handling

« Encryption
* Reserve Capacity Aggrega -_)IZ:Ea;: VT
* Forecast Data
» Aggregates of Grid’s
Interconnection Points « Change of Supplier
* Reconciliation Process
TSO + DSO'‘s - Billing of Grid Fee

» Consumption & Smart Meter Data

* Model for Returns
» Schedules

‘ing of Price Data
Emergency Data
Statistic Data

* Contract Data
* Termination of an
gint Agreement

Others:

— Generator

— Supplier/Sales
Balancing Power Provider
Aggregator



Supplier switching in Austria —
regulatory requirements

oesterreichs
energie.

2.2.4 Obstacles under civil law = Complex process implementation

= Should the current supplier come to the conclusion that its contractual
relationship with the consumer extends beyond the desired switching date, it
may object to the switch proper within 96 hours of receiving the switching
information.

= The current supplier dispatches one of the following standardised
messages to the future supplier:
» Bindung bis JJJIJMMTT (consumer free to switch after YYYYMMTT),
» keine Kindigung eingelangt (no termination notice received),

= Kundigung nicht eindeutig zuordenbar (termination notice ambiguous), Kiindigung
abgelehnt (contract termination rejected)

= or kein Einwand erhoben (no objection raised).

= The system operator is simply informed about whether the current supplier has
objected or not

5.3 Technical response time - Near real-time communication

» The time lag between sending data and receiving them through the switching
platform may be 5 seconds on average but must never be longer than 15
minutes.

» Automated data processing at the system operator's or supplier's may take 5

3 .
seconds on average but never longer than 15 minutes.

EDA / Paris
03.05.2016
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Data format for the transmission of consumption
data of smart meters — legal requirement

2.4 Data security - Standardised messaging service

= All data transmission - in accordance to § 2 DAVID-VO 2012 - from
the network operator to the supplier must be encrypted according
to the state of the art.

» To ensure the integrity of consumer data and the identity of the
sender, an advanced electronic signature must be provided.



Implementation without Standardisation
looks like this:
ggEigREeichs
5
EDA / Paris
03.05.2016

Source: Ponton GmbH, Mr. Michael Merz



The ,,Yin-Yang-Yong“ — harmonisation of processes,
data formats and communication protocols
oesterreichs
energie.
Successfull B2B Integration requires Yin-Yang-Yong
Yong Yin
Standardised Standardised
Communication Data
Protocol Format
Yang
Standardised
Business
Process
6
EDA / Paris

03.05.2016
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YIN: Standardised Data Format
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UNB+UNOC : 3+4ATO01234 :ZZ+AT0047111:Z2Z+120615:1006+20120615000146"

UNH+1+MSCONS:D: 994 UN'

BGM+7 : : 5+LIEFLUSTIGO0020120615000146000001+9°
DTM+137:201206151006:203"
NAD+MS+ATO01234: :60"

NAD+MR+ATO04711 : 1 60°

UNS+D"

NAD+DP+ATO04711::60°

LOC+172+: :87 :ATO012340807 200000000000000000092 "
DTM+163:2012030100007+01:303°
DTM+164:2012060100007+02:303°

LIN+L"

PIA+5+1-17:1.9.0:MP::174"
QTY+46:1324. 00000 :KwH"

LIN+2'

PIA+5+1-17:1.9.0%1:MP::174"
QTY+46:5234. 00000 :KwH"
DTM+9:2012060100007+02:303"

UNT+18+1°

UNH+2+MSCONS:D: 994 UN'

BGM+7 : : 5+LIEFLUSTIGO0020120615000146000002+9"
DTM+13?:20120615100@:203'

Yin
Standardised

Data
Format

b

V2.0 ;Dateibezeichnung;wechselstichtag;Absender;Lieferant neu
EC-Nr.;Lieferant neu Name; BG Nummer ;BG Name; Anzahl

Datensdtze; i iiiiiiiiiiiiig
header; 200410_AAE_IRGENDEIN_NETZ_0101_38; 200410; GRUENSTROM
AG;AT001234; IRGENDNETZ; ATO04711; GRUEN-STROM; 135333533 33533343

;Datensatznummer ;Zahlpunktbezeichnung; anlagennummer;Zdhlernummer
;Vertragsnummer ; Kundennummer ; Name (Firma) ;Vorname
(Zweigstelle); strale; HNr.;Nr. -

Z.;PLZ;0rt;versionsnummer; status;vollmacht; ablesung
erwinscht;;;;;::Netzrechnung an;Bemerkun
data;1906605;;:435998; ; ;Horst; Test;Energiegasse; 71; ; 4444; Niergendw

</nsO:NameAddress >
=/ns0:InvoiceRecipient:>
- «ns0:Consumptionltem=

<ns0:MeteringPoint:=ATO030000000000000000MUSTER399071 </ns0:MeteringPoint=

<ns0:BillingStatementNumber=000013653901</ns0:BillingStatementNumber:
<ns0:Sector=01</ns0:Sector=
<ns0:BillingReason=01</ns0:BilingReason=
<ns0:BillingPeriodStart=2007-04-19 </ns0:BillingPeriodStart>
<ns0:BillingPericdEnd >2008-04-15</ns0:BillingPeriodEnd:
- <ns0:DeliveryAddress:
- =ns0:Address=
<ns0:Street>MusterstraBe</nsd:Streets>
<ns0:StreetNo=2</nsd:Streetho>
=ns0:ZIP>4840</ns0: ZIP >
<ns0:City=Vacklabruck</ns0: City =
=ns0: Country =AT</ns0: Country >
</ns0:Address>
</ns0:DeliveryAddress >
- <ns0:MeteringPosition
«ns0:DeviceNumber =000000000000647318 </ns0:DeviceNumber =
- =ns0:Meter MeterCodeType="ZWNR">
<ns0:MeterCode=001</ns0:MeterCode>
Z/ns0:Meter>
<ns0:DateFrom=2007-04-19</ns0:DateFrom:
«ns0:MeterValueFrom=250990.00 </ns0:MetervalueFrom=
=ns0:MeteringMethodFrom=01</ns0:MeteringMethodFrom:»
«ns0:DateTo»>2008-04-15</ns0:DateTox>
=ns0:MetervalueTo>268359.10</ns0:MetervalueTo=
<ns0:MeteringMethodTo»03</ns0:MeteringMethodTo=
«ns0:MeteringUOM=KWH </ns0:MeteringUOM=
<ns0:MeteringQuantity =17369.10</ns0: MeteringQuantity =
«ns0:BillingUOM=KWH </ns0:BillingUOM>

XML-based data formats
“ebUtilities”

international open standard Extensible
Markup Language (XML) developed by
Oesterreichs Energie, which represents
Austria’s energy industry, in close
coordination with the regulatory
authority > www.ebUtilities.at

For Example: ConsumptionRecord for
the Smart Meter Data.




e YANG: Standardised Business Process

oesterreichs
energie. Yang :
Standardised

Business
Process

The different process requirements are to be implemented by the different market partner!

EDA / Paris
03.05.2016

Business Roles

control area
manager

system

operator n— _
distribution

system
operator

balancing

povygr aggregator
provider

clearing and
settlement
agent

balance
responsible

party

customer



Yong

YONG: Standardised Communication Commncaon
Protocol

oesterreichs
energie.

= Interoperability
» What levels of interoperability can be covered?
» Standardisation effects on interoperability
* The Yin-Yang-Yong of interoperability
» Central vs. Decentral data communication

» Standardised data exchange in the Austrian energy sector
» The EDA project — Who, what, why, when, how, ...?
» What is exactly standardised?

» | essons learned for the handling of smart meter data

9

EDA / Paris
03.05.2016
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Dead End:
»Spaghetti Communication®

- No Document Format Standard

- No Messaging Standard

- No Hub

- # Converters = # Participants x (#-1)

@ @ Very high investment
(many converters)
® 'Very high integration costs
(no document standard,
one adaptor only)
@ @ Low transaction costs, but high

Vision:
»Central Hub makes it right“

- Document Format Standard

- No Messaging Standard

- Hub

- # Converters = # Participants

@ High central investment
(central SW + converters)

@ reduced integration costs
(Hub operator takes care)

@ Hub operation does not
prevent from standardisation

Highest benefits of B2B integration are realized with
a common standard for complete interoperability.

standardised

»Full Interoperability* /
“Yin/Yang/Yong”

- Document Standard

- Interoperable Software

- No Hub

- # Converters = # Participants

@ Low investment
(shared SW costs)

@ Low integration costs
(document standard,
one adaptor only)

@ Low transaction costs

10 maintenace effort effort (no Hub)
EDA / Paris Lesson learned: If standardisation is well-done, there is no advantage in centralisation!
03.05.2016

Source: Ponton GmbH



Interoperability across the supply chain
and across business units

oesterreichs
energie.

Focus of EDA

Information
Management

Power System
Equipment &
Energy Conversion

Generation -
Transmission

Distribution
DER
Domains Customer
11 Premises

g%é.;g;ig Source: http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_groupl_reference_architecture.pdf




Interoperability across the supply chain
and across business units

oesterreichs
energie.

Business Objectives
Polit. / Regulat.. Framework

Business Layer

Function Layer

Information Layer

< Yong — a standardised, secure
communication layer is key

for any approach to data

exchange
—_ommunication Layer

Component Layer

12

53034.;3?; Source: http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_groupl_reference_architecture.pdf
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EDA — Standardised data exchange in the
Austrian energy sector = Service Hub

« EDA = Energiewirtschaftlicher Datenaustausch”
= ,Energy Data exchange in Austria“

* Who?
EDA was initiated by the Austrian association of grid operators
“Osterreichs Energie”

 What?
Shared data exchange infrastructure used for various market
communication processes (supplier switching, meter data exchange,
billing data exchange, nominations)

 Why?
Reduce total interop cost, gain returns on standardisation, end-to-end
security, monitor end-to-end communication, distribute cost among
participants based on intensity of use.

« When?
Planning started in 2012, go-live of infrastructure: Dec. 2012, go live of
supplier switching: Oct 2013, meter data exchange: Q2 2014, invoices:
Q4 2014, smart meter data: 2015, etc.

* How?
See next slides...



e EDA — Approach to Interoperability

oesterreichs
energie.

 EDA requirements:
 Scalability: DSO size varies from > 1.000.000 MPs down to << 100 [sic!]
« Small DSOs / suppliers need to be connected in a simplified, yet secure way

« Efficient physical communication, throughout must allow for several 100.000
transfers / day, possibly millions in the near future

« End-to-End security: encryption, authentication, integrity, non-repudiation
« Efficient certificate renewal and exchange

« Infrastructure must allow for onboarding new business processes
at low overhead

« Communication monitoring, detection and handling of transmission failures
« Efficient management of security infrastructure

« Standard API / Adapter to various local application systems on user side

« Support of non-EDA participants (APCS/AGCS switching platform)

» Low total cost (license / set-up / operation)

= ebXML / ebMS2.0 was chosen as the ,data exchange workhorse®
14

EDA / Paris
03.05.2016
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Contract Partner / Contracts

VERTRAG

UBER DIE EINRAUMUNG VON NUTZUNGSRECHTEN

~isen  SUDlICENSE

Contract
Energy IT Service Gmb!
Wiener Str. 151. 4021 Linz. Os ich
- nachstehend als .. Energy IT™ ichnet -

und

[NAME, RECHTSFORM|
[ANSCHRIFT]

- nachstehend als . Vertragspartner* blizeichnet — 7

\ 4

EDA Central Licensee

(Energy IT Service GmbH)

EDA Sub-Licencee

Market Partner

Sector-wide
License

Framework

Contract 7

Support

Dorot)
vertreten durch ihre

Contract

VERTRAG

TUBER DIE ERBRINGUNG VON WARTUNGS- UND PFLEGELEISTUNGEN

zwischen

Ponton Consulting GmbH,

eenstrafie 60, 22301 Hamburg, Deutschland
[Geschaftsfiihrer Dr. Michael Merz und Tilo Zimmenmann
Inachstehend als | Ponton™ bezeichnet -

und

[EINFUGEN]

- nachstehend als | 3/FNutzer™/ . Infrastrok tr-Nutzer™ oder auch , Nutzer™ bezeich-

s

IT Provider

Central Licensor
(Ponton)

PO

WE ARE THE 2 IN B2B

T

NTON



e EDA Pricing for Market Participants (Examples)
ggaterEeichs
ARGE EDA, Energy IT
* Non profit services
Large Enterprise User (> 500.000 MP's)
« License (one time) 4.000 €
» Operations, SWA + Support (yearly) 16.000 €
Small & Medium Ent. User (< 50.000 MP's)
» License (one time)
« Operations, SWA + Support (yearly)
eMail User (< 1.000 MP's)
« License (one time)
« Operations, SWA + Support (yearly)
Data Center User (< 1.000 MP‘s)
« License (one time)
16 » Operations, SWA + Support (yearly)
EDA / Paris

03.05.2016


http://www.ebay.de/itm/100-x-zum-Selbstgestalten-Preisschilder-Preis-Etiketten-Anhaenger-Papieretiketten-/181538991869
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http://www.ebay.de/itm/100-x-zum-Selbstgestalten-Preisschilder-Preis-Etiketten-Anhaenger-Papieretiketten-/181538991869
http://www.ebay.de/itm/100-x-zum-Selbstgestalten-Preisschilder-Preis-Etiketten-Anhaenger-Papieretiketten-/181538991869

EDA is a Communication Channel

oesterreichs
energle.
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17
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EDA is a Communication Channel based on ebXML

o

Standardised
Technical
Communication
Infrastructure
based on ebXML /
ebMS2.0




EDA viewed from 10.000 km above...

oesterreichs
energie.

T[ = ebXML Message Service

O = Standardised
Interoperability

CA SIA Registry

Web Service
Connection

Standardised
Technical
Communication
Infrastructure

(1) Open for third party comm. products based I::)I:I‘Sezb:)(ML /
(2) Connection for small e .

market participants
(3) Pooling of SaaS users
(4) Bridging to non-standard applications

( = functional Infra. Services)

19

EDA / Paris
03.05.2016



osstereichs Centralised vs. Decentralised
- Functional Infrastructure Services EDA
o .
S
S
Q Platform
2. =
Communidation Layer Communication La
[}
= - 0
S Standard Common Flunction bmponernts
% =3 ey
- SIA Registry SIA Registry
c
- Technical Infrastructure Services Technical Infrastructure Services
Standardised common functional components: Decentralised common functional components
= Various current and future infrastructure » [nfrastructure services are connected to the
services need to be specified system in the same way as applications are
= Updates to future (extended) versions of » Free evolution of applications and processes
infrastructure is a complex process = Application-level communication also used
» Efficient communication between application for funct. infrastructure services
and functional infrastructure layer
20
EDA / Paris

03.05.2016




e EDA Process Flow — Example 1
Point of Delivery Search (simplified illustration)
ggaterEeichs
Market Participant A EDA Market Participant B
DSO Communication Supplier ,New*
Platform
Business CRM Backend Backend
-ayer Applications Applications
[ ]
e Billing Billing 4
%
Communication SIA
-ayer Ponton X/P
Component
L ayer l J
o Request: Supplier ,New" -> DSO
9 Request checked by DSO + Search for POD (Point of Delivery)
9 Response Result to Supplier ,New"
51 e Start Request for Contract Data (- see next process)
EDA / Paris

03.05.2016



Demo 1
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oesterreichs
energie.
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e EDA Process Flow — Example 2
Request for Contract Data (simplified illustration)
oesterreichs
energie.
Market Participant A EDA Market Participant B
Supplier “Old” Communication Supplier ,New*
Platform
Business Backend Backend
-ayer Applications Applications
fg;gﬁ“)“ Billing
N
Communication SIA
-ayer Ponton X/P
Component
L ayer
o Request: Supplier ,New" -> Supplier ,,Old"
9 Search for POD (Point of Delivery) + Check Customer Data
9 Response Contract Data
’3 o Start Customer Switching Process
EDA / Paris

03.05.2016



Demo 2

. Contract Dat
Reque

UoIIAUUOD)
9DIAISS GO

oesterreichs
energie.
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Sevice Evolution on top of EDA

oesterreichs
energie.

T[ = ebXML Message Service

O = Standardised
Interoperability

CA SIA Registry

Standardised
Technical
Communication
Infrastructure

(1) Open for third party comm. products based on ebXML /

(2) Connection for small ebMS2.0
market participants

(3) Pooling of SaaS users

(4) Bridging to non-standard applications
( = functional Infra. Services)

25

EDA / Paris
03.05.2016



e Why Decentralised Services?

oesterreichs
energie.

= Application functionality is better capable to evolve as any
new functional releases or innovations ca be designed and
Implemented rather independently

= New Processes (supplier switching, invoice exchange, smart meter
data exchange, smart grid operation, ...)

= Business Partners and services can be plugged-in to EDA

= Evolution at the technical infrastructure layer can be designed
independently as well

» New standard algorithms (security, protocol, data processing)

» Updates of central software take place under the control of the
technical infrastructure operator

=> Only one interface technology needs to be maintained by users

26

EDA / Paris
03.05.2016
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EDA as the foundation for retail market
friendly DSO processes

» L ow market concentration as SME DSOs and suppliers
access Austrian market

» Low entry barriers: due standard technologies, low entry and
low operation cost

» Demand response: EDA Infrastructure is prepared for smart
grid processes

» Supplier switching process limited to 15 working days, in
practise a fully automated vanilla process takes seconds.



oesterreichs
energie.
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Lessons Learned

 Independent of the market reference model for data handling:
standardisation is key!
« EDA: If there Is a standardised, flexible infrastructure - reduced
adaptation effort to new market models / business models
 Centralisation of application logic is not necessary by default -
except for
* regulatory requirements
 process / business necessity

« EDA is built on this principle

=>New EDA participants need 1-2 days to reach all other participants

=>» Standardised and secure data exchange among all market roles
does not need to follow the ,Independent Central Hub® or ,Data
Access Point Manager” approach



The ,,Yin-Yang-Yong“ — harmonisation of processes,
data formats and communication protocols
oesterreichs
energie.
Successfull B2B Integration requires Yin-Yang-Yong
Yong Yin @
Standardised Standardised —O
Communication Data
Protocol Format
ebUtilities
Yang
Standardised
Business
Process
29
EDA / Paris
03.05.2016
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Utilisation of the EDA Infrastructure
February 2016 — March 2016
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Successful Data Transfers in Supplier Switching

A
[\

X

===

:

p—
yall

\\

/

-
Ve
-~

12.02.2016
14.02.2016

16.02.2016
18.02.2016
20.02.2016
22.02.2016
24.02.2016
26.02.2016
28.02.2016
01.03.2016
03.03.2016
05.03.2016
07.03.2016
09.03.2016
11.03.2016
13.03.2016

Inbound

Outbound

EDA / Paris
03.05.2016




Error rate Mid-Feb till Mid-March 2016: Only
18 Errors out of 2 Mio. Transmissions!
ggSfgreichs
Unsuccessful Data Transfers in Supplier Switching
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Error Reasons:
» Message rejected because max. size of 4 MB exceeded
« XML validation error on receiver side when users forgot to acivate sender-side
XML validation
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e CONTACT

ggetergeichs * Franz FISCHER

Managing Director Energie AG Oberdsterreich Customer Services GmbH
and Head of ARGE EDA

franz.fischer@energieag.at

= Ursula TAUSCHEK

Head of Grids

Association of Austrian Electricity Companies
u.tauschek@oesterreichsenergie.at

= Michael MERZ
Managing Director Ponton GmbH
merz@ponton.de
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eb XML / ebMS 2.0 Interoperability Features

oesterreichs
energie.
doc Hash (S) doc
I 4
Application @ Application

Software

Software

Hash (S)

-~
0 oo a;
Sending Business Partner 8 A A 8 Receiving Business Partner

- J - J

1. Support an arbitrary number of code types to identify business 8. Standardisation of MIME structure and character encoding
partners

9. Synch vs. Asynch communication mode

. _ T .
2. X*Retrylnterval = TimeTol.ive for a message 10. Ping / Pong service for standard way of connection testing

3. ﬁ\tlig\(/\é;%rrtéar;?t%p/asr’ﬁ]rm]yeugng transport protocols such as 11. Avoid multiple delivery in case of re-sending - ebXML

duplicate elimination

12. Reliable communication: Allow for ebMS- level
acknowledgements

4. High-level configuration of transport protocols in the
communication partner agreement

5. Archive payload, signatures, etc. 13. Avoid non-repudiation of receipt = Signed Acknowledgement

Sign payload document - XML Signature 14. Standard list of error codes

35 7. Document encryption

EDA / Paris
03.05.2016
Source: Ponton GmbH, Mr. Michael Merz
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ebXML 2.0 Message Service Envelope

Structure

MIME Part SOAP-ENV: Envelope (MIME Attachment)

SOAP-ENV: Envelope (XML)

SOAP Header Document (XML)

ebXML:Header (XML)

SOAP Body Document (XML)

\ ebXML:Manifest (XML)
MIME Part(s)
bXML Payload Envelope (XML)
invoice.xml Blob.xyz Image.jpg

Source: Ponton GmbH, Mr. Michael Merz
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PONTON X/p — Product Information

__XP Configuration

___XP Configuration ~  Message Monitor ___Message Monitor

Messenger

ERP

=
28

“
=3}
0 Q
=0

;

Hot Folder
Adapter

ebXML
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Log Archive Log Archive
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2015 Presentation of PONTON X/P
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Processing of an XML Document for ebXML Transfer

ebXML MS

EFET Comms Standard
From > Sign X Compr./ >
Adaptor Payload / Encrypt./

Create Slgn

X Send over
ebXML Env ebXML Mess/ Internet

>

MIME-<
Container

MIME-<

(Container

MIME-
Container

2015 Presentation of PONTON X/P
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Secure Data Transfer

Implementation ebXML MS Transfer Format

Sender Organisation Receiver Organisation

Messenger Back-end

Back-end Messenger
Application

Application
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SSL channel encryption / authentication

Secure Zone DMz DMz

Document erapping Layers

Doc-auth Channel-auth | Doc-auth Doc-auth "
0 Doc-encr Channel-encr | Doc-encr Doc-encr @0 0

N N

e
Archive / Log

2015 Presentation of PONTON X/P
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